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(57)Abstract: 

PROBLEM TO BE SOLVED: To allow a system to confirm whether or not 
image data have been altered from image data at photographing. 
SOLUTION: An electric signal outputted from a CCD is converted into a 
digital signal in a step S1 1. Digital data outputted from an A/D converter 
are stored in a RAM in a step S12. Various image corrections are applied to 
the data stored in the RAM in a step S13. The data corrected in the step 
S13 are compressed by the JPEG system in a step S14. Error detection 
data are generated from the compressed image data in a step S15. Error 
detection data are encrypted in a step S16 to obtain encrypted data. The 
image data and the encrypted data are stored in a flash memory as a JPEG 
file, in cross reference with each other in a step S17. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 
[Claim(s)] 

[Claim 1] The digital camera characterized by having a means to associate and output the photosensor 
which has two or more pixels, a means to change the output of said photosensor into the image data 
which consists of a digital signal, the record medium which records said image data, a means to generate 
error detection data from said image data, and said image data and said error detection data. 
[Claim 2] The digital camera according to claim 1 characterized by having a means to encipher said 
error detection data. 

[Claim 3] Said record medium is a digital camera according to claim 1 or 2 characterized by being able 
to detach and attach freely, and for said image data and said error detection data relating, and recording 
them. 

[Claim 4] The image authentication system which is an image authentication system using a digital 
camera given in any 1 term of claims 1-3, and is characterized by having a means to input image data 
and error detection data, and a means to collate said image data with said error detection data. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the digital camera which records the photoed image as 

digital data. 

[0002] 

[Description of the Prior Art] Conventionally, when taking a photograph, the light incorporated from the 
lens is irradiated on a film, and the camera with which an image is recorded because a chemical reaction 
occurs is used. With the above-mentioned camera, a film can be developed and a photograph can be 
printed by the ability being burned on printing paper. Since the reaction of a silver chloride is generally 
used as the above-mentioned chemical reaction, the photograph taken with such a camera is called film 
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photo. 

[0003] On the other hand, in recent years, after changing light into an electrical signal with photosensors, 
such as CCD, and changing it into a digital signal, the digital camera recorded on record media, such as 
a flash memory, has spread. If a digital camera is used, preservation and various processings of an image 
can be individually performed easily using a personal computer etc., and also a photograph can be 
printed, without developing a film by outputting by the printer. By improvement in the printing quality of 
a printer, the high photograph of quality can also be printed, so that distinction hardly sticks with a film 
photo. 
[0004] 

[Problem(s) to be Solved by the Invention] However, since it can be processed without being able to 
process easily the image photoed with the digital camera with a personal computer etc., and leaving the 
marks of processing as compared with a film photo when it is going to use the photograph taken with 
the digital camera for certification photographs, such as property damage insurance, it is difficult to 
distinguish, even if the altered so-called photograph which was processed unjustly is used, and there is 
a problem that there is a possibility that it may be abused. 

[0005] Therefore, the purpose of this invention is to offer the image authentication system using the 
digital camera and it which output the image data which can check whether it has been changed from 
the image data at the time of photography. 
[0006] 

[Means for Solving the Problem] According to the digital camera of this invention according to claim 1, it 
has a means to associate and output a means to generate error detection data, and image data and 
error detection data, from the image recording medium which records image data, and image data. 
Therefore, since image data and error detection data serve as mismatching when at least 1 bit of image 
data recorded on the record medium at the time of photography is changed after an output from a digital 
camera, it can be judged that image data was changed after photography. Moreover, if the adjustment of 
image data and error detection data can be taken, it can be judged that an image is still in the state at 
the time of photography. As an approach. of generating error detection data, the approach of asking for 
the checksum of image data, CRC (Cyclic Redundancy check) or an one-way hash function (one-way 
hash function), etc. can be used. 

[0007] According to the digital camera of this invention according to claim 2, since it is enciphered, it 
can be changed into another image data from which image data can obtain the same error detection 
data, and error detection data can prevent rewriting error detection data to compensate for modification 
of image data. 

[0008] According to the digital camera of this invention according to claim 3, since an image recording 
medium can be detached and attached freely, it can use an image recording medium as an output means 
from a digital camera. Moreover, when reading the image recording medium removed from a digital 
camera directly with a personal computer etc. and inputting image data, in order to output as image data 
which can judge whether it was changed from the time of photography, it is required for image data and 
error detection data to relate and to record them on an image recording medium. 

[0009] Since it has a means to input image data and error detection data, and a means to collate image 
data with error detection data according to the image authentication system of this invention according 
to claim 4, it can judge whether it was changed after the inputted image data was recorded with the 
digital camera. 
[0010] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of this invention is explained to a 
detail based on a drawing. 

[001 1] Drawing 2 is a block diagram for explaining the digital camera 1 of the example of this invention. 
It consists of interfaces 1 7 for outputting the contents of a control unit 1 1 , a condenser lens 1 2, CCD 
(Charge CoupledDevice)13 as a photosensor, A/D converter 14, RAM (Random Access Memory)15, the 
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flash memory 16 as an image recording medium which records image data, and the flash memory 16 to 
external personal computer 20 grade etc. A control device 1 1 is equipped with CPU, ROM on which the 
program for performing various control of a digital camera 1 was recorded, and an I/O means. 
[0012] Drawing 1 is a flow chart which shows the stroke to which photography is carried out with a 
digital camera 1. If a user pushes the shutter of a digital camera 1, at step S10, the light condensed with 
the condenser lens 12 will be inputted into CCD 13, and will be changed into an electrical signal. The 
storage time of a diaphragm of a condenser lens 12 or shutter speed 13 t i.e., CCD, is automatically 
controlled by the control unit 11 by directions of a user. As CCD13, a color picture can be photoed by 
using CCD13 by which two or more pixels which have the primary color filter of R (Red), G (Green), and 
B (Blue) as shown in drawing 3 R> 3 have been arranged in the shape of a matrix. CCD which has the 
complementary filter of C (Cyan), M (Magenta), Y (Yellow), and G (Green) may be used. 
[0013] At step S1 1, the electrical signal outputted from CCD 13 is changed into a digital signal by A/D 
converter 14, and in step S12, since the digital data outputted from A/D converter 14 is improvement in 
the speed, without minding a control unit 1 1 by DMA (Direct Memory Access), the address of direct 
RAM15 is specified and it is recorded. DRAM which has a self refresh function as RAM15 can be used. 
[0014] At step S13, various kinds of image amendments, such as adjustment of a white balance, 
interpolation processing, and color correction, are performed about the data recorded on RAMI 5. 
[0015] At step S14, in order to make [ many ] the record number of sheets to an image recording 
medium, the data amended at step S13 are compressed with methods, such as JPEG (Joint 
Photographic Experts Group), and image data with a small capacity is generated. JPEG can treat the 
image of about 16,700,000 colors of each color 256 gradation of R, G, and B, is the irreversible picture 
compression approach generally used, and can adjust preservation image quality by changing 
compressibility. A control unit 1 1 performs JPEG compression by software, and also the circuit of 
dedication can be used for improvement in the speed. 

[0016] At step S15, a control device 11 generates error detection data based on the image data 
generated at step S14. As error detection data, a checksum can be used, for example. Here, what 
expressed image data 32 with the binary number presupposes that it is shown like drawing 4 . Since the 
total value and the checksum 33 which are called for from image data 32 will serve as mismatching when 
image data 32 is changed if total value without 8-bit carry of the longitudinal direction of image data is 
calculated in each line with a control device 1 1 and it is made into a checksum 33 as shown in A of 
drawing 4 , it can judge whether image data 32 was changed by collating image data 32 and a checksum 
33. In this case, if 2 bits is changed in one line, the checksum 33 which calculated total value in each 
train also about 8 bits of a lengthwise direction as it was shown in B of drawing 4 , since having been 
changed was undetectable may be used further. 

[0017] Moreover, a CRC method, an one-way hash function, etc. can apply how it is detectable whether 
the data other than a checksum are changed from original well-known about the error detection used 
for data communication etc. to this invention. By using these approaches, it can be said that it is very 
difficult to be able to assign different error detection data to each image data, and to reproduce the 
original image data from error detection data, and there is no practical problem. 

[0018] At step S16, it enciphers with a control device 1 1 and considers as the encryption data 34 so 
that the error detection data of checksum 33 grade may not be analyzed or it may not be rewritten 
easily. Well-known approaches, such as a RAS method using a public key and a private key as the 
approach of encryption, can be used. The encryption data 34 enciphered with the private key are 
decipherable using the public key which became a private key and a pair. The private key is memorized 
in the digital camera 1, and must not be known by others. Moreover, a user does not need to know a 
private key. However, it is very difficult to ask for a private key from a public key. It can be changed into 
another image data from which image data 32 can obtain the same checksum 33 by this, and can 
prevent rewriting a checksum 33 to compensate for modification of image data 32. 
[0019] At step S17, image data 32 and the encryption data 34 are recorded on the flash memory 16 as 
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an image recording medium as a JPEG file 30 at one. Even if it does not continue energizing a flash 
memory 16, it is the rewritable record medium which can hold the once recorded contents, is built in a 
digital camera 1, or is attached in the digital camera 1 free [ attachment and detachment ]. The JPEG 
file 30 consists of a header unit 31 which includes information, such as a data length and compressibility, 
as generally shown in drawing 5 , and image data 32. In the case of the JPEG file 30 recorded with a 
digital camera 1, information, such as photography conditions, such as a photography day and shutter 
speed, is also recordable on a header unit 31. In this example, the encryption data 34 are further added 
to a header unit 31, and are recorded on it. 

[0020] It is able to be built in the digital camera 1 , for the flash memory 1 6 to record the JPEG file 30 
which does not contain the error detection data of encryption data 34 grade on the flash memory 16, 
when it cannot remove, and to generate error detection data in the phase outputted to the external 
personal computer 20 through an interface 17, and to add and output to the header unit 31 of the JPEG 
file 30. In addition, when distinguishing by the header unit 31 grade of the JPEG file 30 and transmitting 
to a personal computer 20 again, it is necessary to make it not add error detection data, when an image 
can be transmitted to a digital camera 1 from a personal computer 20. 

[0021] On the other hand, a flash memory 16 can detach and attach freely from a digital camera 1, and 
when reading is possible, or when it has the function to correct an image to digital camera 1 the very 
thing, with the personal computer etc. in the contents, error detection data need to be recorded on 
coincidence in the phase where image data is recorded on a flash memory 16 in order to output image 
data and error detection data to one. 

[0022] Moreover, although JPEG compression of the image data was carried out at step S14 at the 
degree of step S13, steps S15 and S16 were performed after that and generation and encryption of 
error detection data were performed in the flow chart of this example shown in drawing 1 , it is also 
possible to perform steps S15 and S16 to the degree of step S13, and to carry out JPEG compression 
of the image data at step S14 after it. 

[0023] In order to judge whether the above digital cameras 1, the personal computer 20 equipped with a 
means to input the image data outputted from the digital camera 1, and the image data recorded with 
the digital camera 1 were changed, an image authentication system is constituted by the authentication 
program installed in the computer of personal computer 20 grade. 

[0024] When formatted in the approach of connecting with the interface 17 of a digital camera 1 through 
serial cable 1 8 grade as a means to input image data and error detection data into a personal computer 
20, and transmitting the JPEG file in a flash memory 16 to a personal computer 20, and the format 
which a flash memory 16 can detach and attach freely and is compatible with a personal computer 20, it 
is also possible to read directly the JPEG file 30 recorded on the flash memory 16 through the adapter 
with a personal computer 20. 

[0025] When the encryption data 34 in the header unit 31 of the JPEG file 30 are enciphered with the 
private key within the digital camera 1 , while an authentication program checks that it has been 
enciphered with the private key, it can decode a code by using a public key. It can judge whether image 
data is changed from the time of error detection data being generated by collating the decoded error 
detection data and image data, when the error detection data and the image data in which the 
encryption data 34 do not exist, which the encryption data 34 cannot decode with a public key and 
which were decoded were mismatching, the image data was not photoed with the digital camera 1 of this 
invention example — it is regarded as what was changed after photography. 

[0026] therefore, the photograph which printed the thing which recorded the file (this example JPEG file 
30) containing the image data which the presenter of a photograph outputs from a digital camera 1 , and 
is not adding modification when using the image authentication system of this invention example on 
record media, such as a floppy, or the thing which removed the flash memory 16 which is a removable 
record medium from the digital camera 1 — a partner — it responds for asking and submits. A reception 
side can check not having been changed since the time of the image data of the file being outputted 



from a digital camera 1 by reading and investigating the file received using the authentication program 
installed in the personal computer 20. 

[0027] Moreover, it can check that the image displayed as the printed photograph is the same by giving 
the function which displays the image of the image data of JPEG file 30 grade on an authentication 
program. 

[0028] As mentioned above, as the example explained, it can check that it is the original thing by which 
the photograph taken with the digital camera is not changed from the time of photography and which is 
not altered by using the digital camera of this invention, and the image authentication system using it. 
[0029] Although recorded on the image recording medium in the above-mentioned example by making 
into image data what carried out JPEG compression, this invention is applicable also to what was 
compressed by other compression approaches, and the thing which recorded non-compressed data as 
image data. Moreover, although error detection data were recorded on the header unit of a JPEG file, as 
this invention, error detection data may be in any location of image data. It is also possible not to be 
concerned with whether image data was compressed, lossless compression is carried out, or lossy 
compression is carried out, but to include the information on error detection data inside image data with 
the technique of an electronic watermark, so that it cannot distinguish with the naked eye. 
[0030] Moreover, although error detection data and image data were recorded on one as a JPEG file in 
this example, error detection data may be recorded as another file, and you may relate with image data. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the flow chart which shows the procedure which records an image with the digital 
camera in the example of this invention. 

[Drawing 2] It is the block diagram showing the digital camera by the example of this invention. 
[Drawing 3] It is the mimetic diagram showing being used [ CCD ] for the digital camera by the example 
of this invention. 

[Drawing 4] It is drawing for explaining how computing the checksum of the image data based on the 
example of this invention. 

[Drawing 5] It is drawing for explaining the record approach of image data and error detection data by 
the example of this invention. 
[Description of Notations] 

I Digital Camera 

I I Control Unit 

12 Condenser Lens 

13 CCD (Photosensor) 
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'14 A/D Converter 

15 RAM 

16 Flash Memory (Image Recording Medium) 

17 Interface 

18 Interconnection Cable 
20 Personal Computer 

30 JPEG File 

31 Header Unit 

32 Image Data 

33 Checksum (Error Detection Data) 

34 Encryption Data (Error Detection Data) 
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